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ABSTRACT

This study attempts to predict credit card fraud and to know the factors responsible for credit card fraud. Using primary data of 7,500 credit card 
holders, collected using a questionnaire, this study conducts statistical analysis using discriminant analysis method. It is observed that variables, such 
as distance from home, distance from the last transaction, ratio to the median purchase price, used chip, used PIN for the transaction, and online order 
are significant factors in contributing to credit card fraud.

Keywords: Bank Customers, Credit Card Fraud, Digital Transaction, Discriminant Analysis, Machine Learning 
JEL Classifications: C58, G21, G29, N25

1. INTRODUCTION

Thanks to the adoption of digitalization in every country, the 
banking sector has adopted digitalization to offer a smooth and 
safe environment to customers to conduct banking transactions 
(Kültür and Çağlayan, 2017). In the advent of internet technology, 
customers’ preferences have changed from physical payment to 
digital payment due to minimal surcharges and small transaction 
time (Chakravorti and To, 2007). Society, in the context of greater 
India, has witnessed the complete implementation of technologies 
emergence of the Green Revolution, eChoupal call centres during 
Yellow Revolution and Unified Payment Interface (UPI) based 
payments during post-demonitization (Heeks, 2008; Tassabehji 
et al., 2019). Digitalization, like western nations, has strengthen 
the banking sector in India as banks are able to inter and intra-
connect branches to offer different kinds of online products and 
services such as cheque, credit card, debit card, electronic money 
transfer, mobile transfer, and wallets (Joshi, 2017; Kumar et al., 
2022). Credit cards, as a method of carrying money and making 
payment for transaction, has emerged as one alternative and 

effective payment option due to its associated initiatives like 
rewards, safety, short-term free credit, soft cash etc (Uddin, 2020). 
A credit card is a kind of money card offered by the bank which 
allows the holder to perform transactions on demand and settle 
the amount after some time as per the policy of the card provider 
(Coskun et al., 2022) and it is widely used in both developed and 
underdeveloped nation. Although credit card offers many benefits 
to users, it also carryes significant risk of fraud as hackers can 
steal credit card information and carry out transaction without 
the authorization of credit card holders. Just like in any other 
country, credit card fraud is also one of the top frauds happening 
in India (Barker et al., 2008). Credit card fraud can be classified 
into two parts i.e., application fraud and behavioural fraud (Sael 
et al., 2018). Application fraud represents the kind of fraud under 
which a fraudster provides false information to the card-issuing 
company to receive the card. On the other hand, behavioural 
fraud takes place when the fraudster takes the card’s authentic 
information fraudulently (Bolton and Hand, 2002a; Linda, et. 
al., 2009). Behavioural fraud is further classified into 4 parts i.e., 
mail theft fraud, lost/stolen card fraud, counterfeit card fraud, 
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and cardholder not present fraud (Chaudhary and Mallick, 2012; 
Sael et al., 2018). Some studies criticize the use of credit cards 
on the grounds that it promotes procrastination (Barboza et al., 
2017; Wray, 2014). Regulators of many countries are taking all 
possible steps such as campaigning, tele-messaging, emails etc to 
generate awareness and activeness among the customers to deter 
fraudulent activities. However, it is still a serious concern as frauds 
are happening and cases are registered daily in India (Sood and 
Bhushan, 2022). In order to promote smooth financial system, 
there is a need to understand more of those reasons for the fraud 
and the factors responsible for it, so that financial institutions and 
government can implement better security and protection system 
for consumers to allow fraud free financial system. This study 
attempts to identify the condition as well as the factors that are 
responsible for credit card fraud. Thus, the present study attempts 
to answer the following questions:
•	 RQ1: What are the factors responsible for credit card fraud?
•	 RQ2: How accurately fraud prediction can be done in the case 

of credit cards using the relevant personal information of the 
holder?

The rest of the paper is structured as follows: Section 2 considers 
the theoretical background and the literature review; Section 3 
explains the methodology; Section 4 illustrates the result; Section 
5 deals with the discussion; Section 6 explains the implications 
and in last section 7 presents the conclusion of the study.

2. THEORETICAL BACKGROUND AND 
LITERATURE REVIEW

With the increase in digital offerings by banks, the cases of digital 
fraud are also increasing (Gawer, 2021). There are many theories 
related to fraud. A few relevant theories are discussed below:
I. The fraud triangle theory: It explains the conditions which 

result in the mishandling of assets and something wrong with 
the financial statements (D’onza and Lamboglia, 2014; Hayati 
et al., 2011; Misra et al., 2020). This theory consists of the 3 
major components which are explained below:
i. Opportunity: This condition happens due to trust beyond 

the limit, selection of not-competent authority, weak 
control and regulations, and improper running (Lin et al., 
2003).

ii. Pressure: It encourages someone to do fraud just because 
of the demands, not sounding financial status, not satisfied 
with the ongoing job, and an attempt to stand against the 
system (Persons, 1995).

iii. Rationalization: It also contains four acts named a bad 
attitude, dishonesty in the character, deficiency of self-
integrity, and self-justification (Huang et al., 2017).

II. Fraud diamond theory: Wolfe and Hermanson (2004) 
expanded the fraud triangle theory. Authors remarked that 
fraud triangle theory lacks one most important element i.e., 
Capability. Further, added that the person acts after covering 
many things and (s)he is having full capacity to cheat and not 
uncover (Munawer and Siti-Nabiha, 2012).

III. Fraud scale theory: This theory is also the continuation of 

the fraud triangle theory. It explains that the occurrence of 
fraud can be measured by evaluating the capacity of personal 
integrity, opportunity and pressure (Tsaih et al., 2009). The 
main highlight of this theory is living beyond their means, 
a desire for profit, and a higher amount of personal debt 
(Wyrobek, 2020; Zager et al., 2016). According to the 
mentioned theory, a higher amount of trust in the employees 
and weak coordination from the superiors are also playing a 
role of catalyst in the case of fraud (Munawer and Siti-Nabiha, 
2012; Nizamani et al., 2014).

IV. Fraud Pentagon Theory: This theory adds two more elements 
to the existing version of the triangle theory. Two more 
elements i.e., arrogance and opportunity added to the existing 
components of the fraud triangle theory (Rezaee, 2005). 
Under this theory, arrogance is indicating the arrogant kind of 
attitude that makes herself/himself fully capable of cheating, 
although the opportunity is representing the availability of the 
space to commit fraud. Authors also concluded that rising of 
such situations is just because of weak control (D’onza and 
Lamboglia, 2014; Summers and Sweeney, 1998).

V. Neutralization theory: Neutralization theory explains 
that willpower to perform a crime/fraud with the rational 
decision is supreme to doing the offence although rational 
reason must happen before the crime/fraud is taking place. 
The neutralization theory identifies five major methods of 
neutralization that are: denial of injury, denial of responsibility, 
denial of victim, appealing to the higher loyalties, and 
condemnation of the condemners. Further, a model PICOIR 
is created using the above-mentioned theory. Under that 
thread, PICOIR stands for Pressure, Integrity, Capabilities, 
Opportunity, Integrity, and Rationalization (Sorunke, 2016).

Based on existing literature, the present study has highlighted 
several factors which were found significant in various studies 
done by different authors. Table 1 considers the significant 
variables and the name of the study which found such variables 
significant.

Likewise, Distance from home indicates the distance between the 
transaction place (where the transaction occurred) to the home of 
the cardholder. Although, Distance from the last transaction states 
the distance from the last transaction to the home of the cardholder. 
Distance from home and distance from the last transaction become 
opportunities from the perspective of the cardholder and fraudsters. 
It becomes an opportunity for the cardholder to choose the shortest 
distance to do the transaction. Also, it becomes an opportunity for 

Table 1: Factors found significant in the existing literature
Aspect of fraud Studies
Distance from home (Pulina and Paba, 2010)
Distance from last 
transaction

(Aihua et al., 2007; Pulina and Paba, 2010)

Ratio to purchase 
median price

(Burnes et al., 2020; Yu et al., 2020)

Repeat retailer (Pawar et al., 2014; Sriyalatha, 2016)
Used chip (Sun and Davidson, 2015)
Used pin number (Gadi et al., 2008)
Online order/online 
transaction

(Khan et al., 2014)
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the fraudster too as they can easily track the holder’s activities to 
do fraud. Based on existing literature, the proposed model for the 
current study will be as shown in Figure 1.

3. METHODOLOGY

This study is descriptive in nature. A sample of people from 
India, with credit cards, are selected for the study. Primary 
data is used for the analysis. A well-structured questionnaire is 
designed to gather the data. Initially, several bank branches are 
selected to collect the data in person as well as via mail. Then, 
personal meetings are also arranged with the cardholders which 
is a time-consuming task. Further, a Google form consisting of 
the questionnaire is circulated on various social media platforms 
such as Facebook, LinkedIn, and WhatsApp and later on shared 
with friends, colleagues, batch mates, businessmen, and students 
etc to get accurate data. This process takes a significantly long 
periods, about 22 months i.e., August 2021 to May 2023 to gather 
the data. There are lot of incomplete responses by the respondents 
which are screened and discarded from the data set. After numerous 
rounds of screening and filtering, duly filled responses are taken for 
further analysis. Finally, the data consists of 7500 cardholders. The 
dataset contains 7500 random cardholders with different variables 
like distance from home (Pulina and Paba, 2010), distance from 
the last transaction (Pulina and Paba, 2010), ratio to the median 
purchase price (Burnes et al., 2020; Yu et al., 2020), repeat 
retailer (Pawar et al., 2014; Sriyalatha, 2016), used chip (Sun 
and Davidson, 2015), used PIN for the transaction (Gadi et al., 
2008), and online order (Khan et al., 2014). The data also contains 
information about occurance of fraud. If fraud takes place then 
the respondent is asked to fill in 1 otherwise 0 (Benchaji et al., 
2021). Many studies have recently used different techniques to 
identify or predict fraud in the case of credit cards. Studies find that 
logistic regression can highlight the presence or absence of fraud 
if several important characteristics are given and the predictor is 
fully capable of giving the result carefully (Altman et al., 1994; 
Flitman, 1997). Many authors tried to detect credit card fraud 
using the neural network which is a node-connected network 
just like the brain and provides its findings after analyzing the 
algorithm (Quah andf Sriganesh, 2008; Zaslavsky and Strizhak, 
2006). After the entry of deep learning, several studies supported 

the decision tree systems to predict fraud. The purpose to use 
a decision tree system is to build a decision tree with greater 
precision and small scale (Quinlan, 1994; Quinlan and Cameron-
Jones, 1993). An algorithm i.e., a Genetic algorithm (previously 
used for the insurance sector) is also taken to detect fraud which 
is made of different algorithms like best match algorithms, density 
selection algorithms, diagnostic algorithms, diagnostic resolution 
strategies, negative selection algorithms, and probabilistic curve 
algorithms etc (Wheeler and Aitken, 2000). Two more techniques 
i.e., clustering technique and outlier detection have been already 
used by the authors in different sectors to identify fraud including 
the credit card industry (Bolton and Hand, 2002a). The study is 
funded by the Scientific and Technological Research Council 
of Turkey (TÜB_ITAK) detected credit card fraud using the 
fisher discriminant coefficient and found a very significant result 
(Mahmoudi and Duman, 2015). Discriminant analysis is used to 
find the more accurate and reliable result that will help to diagnose 
the discrimination between fraud and not fraud as found in the 
case of telecom sector (Oghojafor et al., 2012).

4. RESULTS

The dataset is classified into two (2) different groups i.e., Fraud 
and Not fraud, to run and validate our model. Likewise, we trained 
our model with the training dataset i.e., 5000 and left the rest as a 
holdout sample to find out the efficiency and fitness of our model. 
Firstly, the test of equality of group means is conducted on training 
sample whose result is shown in Table 2.

It is observed that, except for repeat retailer, all variables are 
significant. The next step is to calculate the Eigenvalues that are 
shown in Table 3.

Table 3 presents the value of canonical correlation i.e., 0.573 which 
also helps to calculate the value of (R)2 = (0.573)2 = 0.328which 
implies that approximately 33% of the variation in the grouping 
is explained. The next step is to proceed towards the value of 
Wilk’s lambda.

Wilk’s Lambda is used to know the status of the significance of the 
discriminant function. In Table 4, it is visible that the discriminant 

Figure 1: Proposed research model to predict the fraud
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function is highly significant which is less than the P-value i.e., 
0.05. The function also can discriminate the cases with 67.2% 
strength correctly. Moving further, the next step is to know the 
discriminant function coefficient.

Table 5 shows the value of the standardized discriminant 
coefficient should help determine the importance of the function 
and its direction. As can be seen in Table 5, the ratio to the median 
purchase price (0.873) is the top discriminator. It is followed by the 
distance from home (0.440), online order (0.406), distance from 
the last transaction (0.209), used pin number (−0.206), and last 
used chip (−0.176). Based on table 5, the discriminant function 

is given as follows:

D = 0.873 ratio to median purchase price + 0.440 distance from 
home + 0.406 online order + 0.209 distance from last transaction 
+ (-0.206) used pin number + (-0.176) used chip

As can be seen in Table 6, the value of online orders has the highest 
value among all variables. That is followed by the used chip, used 
pin number, ratio to the median purchase price, distance from the 
last transaction, and last distance from home.

Table 7 demonstrates that out of 5000 samples, our model can 
predict approximately 94.9% (accurate 94.88%) of customers 
correctly that is 4744 customers in case of fraud.

Moreover, we ran the discriminant analysis using the holdout 
sample i.e., 2500 samples to validate and test the efficiency of 
our model. Table 8 shows the result of our findings that our 
model is capable to predict 94% of cases correctly. That means 
out of 2500, our model has the strength to predict the 2350 

Table 8: Classification result of the holdout sample
Classification Resultsa

Groups fraud Predicted Group Membership Total
0 1

Original
Count 0 2160 130 2290

1 20 190 210
% 0 94.3 5.7 100.0

1 9.5 90.5 100.0
a94.0% of original grouped cases are correctly classified

Table 4: Value of Wilk’s Lambda
Wilks’ Lambda

Test of Function (s) Wilks’ Lambda Chi‑square df Sig.
1 0.672 1983.991 7 0.000

Table 6: Value of classification function coefficient
Classification function coefficients

Choice Variables Fraud
0 1

Distance from home 0.008 0.025
Distance from last transaction 0.008 0.027
Ratio to median purchase price 0.327 1.269
Used chip 1.449 0.524
Used pin number 1.080 −0.612
Online order 3.016 5.175
(Constant) −2.276 −7.975
Fisher’s linear discriminant functions

Table 2: Value of group means equality
Tests of equality of group means

Choice Variable Wilks’ Lambda F df1 df2 Sig.
Distance from home 0.956 227.570 1 4998 0.000
Distance from last transaction 0.988 61.150 1 4998 0.000
Ratio to median purchase price 0.782 1391.405 1 4998 0.000
Repeat retailer 1.000 1.965 1 4998 0.161
Used chip 0.994 29.819 1 4998 0.000
Used pin number 0.990 52.049 1 4998 0.000
Online order 0.958 219.644 1 4998 0.000

Table 3: Eigenvalues
Eigenvalues

Function Eigenvalue % of Variance Cumulative % Canonical correlation
1 0.488a 100.0 100.0 0.573
aFirst 1 canonical discriminant function was used in the analysis

Table 7: Classification result
Classification Resultsa

Groups Fraud Predicted group membership Total
0 1

Original
Count 0 4368 200 4568

1 56 376 432
% 0 95.6 4.4 100.0

1 13.0 87.0 100.0
a94.9% of original grouped cases are correctly classified

Table 5: Discriminant function coefficient
Standardized canonical discriminant function coefficients

Choice Variables Function
1

Distance from home 0.440
Distance from last transaction 0.209
Ratio to median purchase price 0.873
Used chip −0.176
Used pin number −0.206
Online order 0.406
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customers correctly which is also a very big achievement for 
our model.

5. CONCLUDING REMARKS

This study is an attempt to predict the probability of fraud and 
identify the factors responsible for credit card fraud in India. The 
study considered the seven variables namely distance from home, 
distance from the last transaction, ratio to the median purchase 
price, repeat retailer, used chip, used PIN for the transaction, and 
online order. This study uses discriminant analysis to propose 
a model that should work to predict the probable rate of credit 
card fraud.

After analyzing the data with discriminant analysis, the study 
finds that repeat retailer is the only variable that is insignificant 
while all remaining variables are found significant in the case 
of fraud. Ignoring the insignificant variable, further analysis 
took place that provided a model whose predictability strength 
is approximately 94.88% and 94% for the trained and holdout 
samples respectively. Predicting credit card fraud at this big rate is 
the beauty of the model designed which is a very big achievement 
indeed. Kassem and Higson (2012) also supported the track of the 
model used in the study. Few more studies support the findings 
of the current study, Studies stated that it does not mean people 
will not do fraud if their level of integrity is down/low, there are 
other factors too that encourage the person to do fraud (Kakati 
and Goswami, 2019). The study covered various variables which 
are having detailed information about the cardholder’s personal 
experience that provides a stronger base to the study as compared 
to the existing studies (Khare and Singh, 2012; Świecka et al., 
2021). Mahmoudi and Duman (2015) concluded that the fisher 
discriminant analysis performed much better, especially in the 
case of credit card fraud. Although, the authors gave a hint to 
use discriminant analysis in future research because it would be 
helpful in minimization of the time cost and maximization of 
the total profit. The study answers the first question by marking 
the factors that are responsible to make fraud in the context of 
credit cards. Next to that, the study answers the second and last 
research question which is about fraud prediction in the case of 
credit cards. The study has the capability to predict credit card 
fraud with the strength of 94% accuracy which sounds much 
prettier as visible in Table 8.

5.1. Managerial Implications
The present study provides a model to identify and predict credit 
card fraud. Managers can take the advantage of findings of the 
study to minimize credit card fraud. Managers can categorize 
the customers based on the probability of fraud occurrence. 
Categorization of the customers will help the managers to 
take the action accordingly. That means the level of predicted 
fraud, attention, and support from the management is directly 
proportional to each other i.e., the level of attention and the 
support from the managerial end will move along with the 
predicted rate of fraud. If the manager knows the highlighted 
person (with whom credit card fraud chances are high) then (s)
he can take all the precautionary steps to mitigate or reduce the 
rate of fraud. Likewise, findings will be more beneficial to the 

card society i.e., card holders and the card issuers. Stopping credit 
card fraud will also generate a feeling of faith in the cardholders 
towards their banks.

5.2. Policy Implications
The findings of the study are very much helpful to policymakers 
too. Policymakers can take advantage of findings of the study 
to make remedial policies accordingly. Likewise, at the time of 
issuing the card to the holder, banks will be able to know the 
chances of fraud with that particular person. With the highlighted 
factors, policies can be made to mitigate fraud. Policymakers 
can use the variables like distance from home, distance from 
last transaction, and ratio to the median purchase price, repeat 
retailer, used chip, used PIN for the transaction, and online order 
in their home etc. to make the credit card environment more safe 
and secure. That will be much sounder to all the cardholders and 
card issuers.

5.3. Scope of the Future Research
This study is done with primary data. From the lens of future 
studies, the future researcher can extend the light of data collection 
widely to cover the wide region of society. The researcher can also 
add a blend of demographical, geographical and psychological 
factors to go more accurate and reliable which will be much more 
beneficial to society.
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